
Experimental ValidationAbstract
We introduce an encrypted control system (ECS) that is a novel 
concept and an implementation method for cyber-security 
enhancement in the control engineering field[1]. Using a public key 
encryption scheme, ECSs can not only conceal signals and 
parameters inside a controller but also make it easy to detect 
cyber-attacks. We show that linear controllers can be constructed 
in the form of ECS and that the ECS is practical and effective 
using our developed testbed control system. 

Encrypted Control System
Traditional control system

Only signals over communication links are encrypted. 

Encrypted control system
Not only signals over communication links but also parameters of the 
controller are encrypted.  
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Encrypted PID control[2]
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In future work, we consider the fusion of ECS and fictitious 
reference iterative tuning. 

steady state (10 to 13 sec) 

P gain: 3.9⇥ 10�2
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D gain: 2.0⇥ 10�5 ( 28459067, 41208506) 

I gain  : 3.0⇥ 10�1
<latexit sha1_base64="7FNR96SFFtubMkwM1eZC5q20vVI="></latexit><latexit sha1_base64="7FNR96SFFtubMkwM1eZC5q20vVI="></latexit><latexit sha1_base64="7FNR96SFFtubMkwM1eZC5q20vVI="></latexit>

(  6597337, 42680223 )

position of table input voltage
                                                                     and                          ,

m: plain text       C: cipher text

 : Hadamard product modulo p
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1. consider a controller                                                           , 

2. divide the controller into                       with

Other Applications 
observer-based controller, model predictive control, fictitious reference  

    iterative tuning[3], and dynamic quantization[4]. 
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3. insert encryption and decryption schemes and a quantizer that converts             
real numbers to plain texts, and

4. update the decryption block. 

traditional controller

using

Encrypted controller

quantizer

ESCs have high sensitivity against falsification attacks and make it easy 
to detect. 

The encrypted control method enables to be implemented in a practical 
control system without degradation of the intended control performance.

Computation cost of the encrypted 
controller is small enough to be real 
time.
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Physical system 10 to 26 bit key: less than 300 μs
128 bit key       : 6.05 ms


